BENWICK PRIMARY SCHOOL

E-SAFETY POLICY

ICT Aims

Using information and communication technology (ICT) capability and other key skills to improve the quality of their work and make progress.

Adopting safe and responsible practices in using new technologies.

Developing literacy, Numeracy information and communication technology. enterprise capability, economic and business understanding and financial capability.

Ensuring that all students are able to make a valuable contribution to society by developing and applying children’s ICT capability.

The Green Paper ‘Every Child Matters’ and the provisions of the Children Act 2004, Working Together to Safeguard Children, sets out how organisations and individuals should work together to safeguard and promote the welfare of children.

The ‘staying safe’ outcome includes aims that children and young people are:

· safe from maltreatment, neglect, violence and sexual exploitation

· safe from accidental injury and death

· safe from bullying and discrimination

· safe from crime and anti-social behaviour in and out of school

· secure, stable and cared for

Much of these aims apply equally to the ‘virtual world’ that children and young people will encounter whenever they use ICT in its various forms.  For example, we know that the Internet has been used for grooming children and young people with the ultimate aim of exploiting them sexually; we know that ICT can offer new weapons for bullies, who may torment their victims via websites or text messages; and we know that children and young people have been exposed to inappropriate content when on-line, which can sometimes lead to their involvement in crime, anti-social behaviour and terrorism.

It is the duty of the school to ensure that every child in their care is safe, and the same principles should apply to the ‘virtual world’ or digital world as would be applied to the school’s physical buildings.

This policy document is drawn up to protect all parties  -  the students, the staff and the school, and aims to provide clear advice and guidance on how to minimise risks and how to deal with any infringements. 
The Technologies ICT in the 21st Century has an all-encompassing role within the lives of children and adults.  New technologies are enhancing communication and the sharing of information.  Current and emerging technologies used in school and, more importantly, in many cases used outside of school by children include:

· the Internet

· e-mail

· instant messaging often using simple web-cams

· blogs (an on-line interactive diary)

· podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)

· social networking sites 

· Video broadcasting sites (eg www.youtube.com) 

· Chat rooms 

· Gaming sites 

· Music download sites 

· Mobile phones with camera and video functionality

· Mobile technology (eg Games consoles) that are ‘Internet ready’

· Smart phones with e-mail, web functionality and cut down ‘Office’ applications

· Tablets

· Ipods

· E Safety posters in / around the school

· E Safety rule to be displayed in classrooms

Whole School Approach to the Safe Use of ICT

Creating a safe ICT learning environment includes three main elements at Benwick Primary School:

· an effective range of technological tools

· policies and procedures, with clear roles and responsibilities

· a comprehensive e-safety education programme for pupils, staff and parents

Roles and Responsibilities

E-safety is recognised as an essential aspect of strategic leadership in this school and the Head, with the support of Governors, aims to embed safe practices into the culture of the school.  The Headteacher ensures that the policy is implemented and compliance with the policy monitored.  The responsibility for E-Safety has been designated to a member of the senior management team. 

Benwick Primary School’s E-Lead is:  Miss R Wakefield

Our e-safety lead  ensures they keep up-to-date with e-safety issues and guidance through liaison with the Local Authority E-Safety Officer. And through organisations such as Becta and The Child Exploitation and On-Line Protection (CEOP).  The school’s e-safety lead ensures the Head, senior management and Governors are updated as necessary.

Governors need to have an overview understanding of e-safety issues and strategies at Benwick Primary School.  We ensure our governors are aware of our local and national guidance on e-safety and are updated at least annually on policy developments.

All teachers are responsible for promoting and supporting safe behaviours in their classrooms and following school e-safety procedures.  Central to this is fostering a ‘No Blame’ culture so pupils feel able to report any bullying, abuse or inappropriate materials.

All staff should be familiar with the schools’ policy including:

· safe use of e-mail

· safe use of Internet including use of Internet-based communication services, such as instant messaging, social networking sites

· safe use of school network, equipment and data

· safe use of digital images and digital technologies, such as mobile phones and digital cameras

· publication of pupil information / photographs and use of website

· e-bullying /cyber-bullying procedures

· their role in providing e-safety education for pupils

Staff are reminded / updated about e-safety matters at least once a year

At Benwick Primary School we will include e-safety in the curriculum and ensure that every pupil has been educated about safe and responsible use.  Pupils need to know how to control and minimise on-line risks and how to report a problem

Staff and children sign an Acceptable Use Agreement at the start of each year.

Communications

Pupils  -  Many pupils are very familiar with the culture of new technologies.  Pupils’ perceptions of the risks may not be mature; the e-safety rules may need to be explained or discussed.

Consideration must be given as to the curriculum place for teaching e-safety.  Useful e-safety programmes include:

· Grid club (www.gridclub.com) 

· An e-safety  programme will be introduced to raise the awareness and importance of safe and responsible Internet use

· An e-safety module will  be included in the PSHCE or ICT programmes covering both school and home use

Staff  -  Staff should feel confident to use new technologies in teaching.  Staff should be given opportunities to discuss the issues and develop appropriate teaching strategies through regular staff meetings.  

Staff must understand that the rules for information systems misuse.  If a member of staff is concerned about any aspect of their ICT use in school, they should discuss this with their line manager to avoid any possible misunderstanding.

ICT use is widespread and all staff including administration,  governors and helpers should be included in appropriate awareness raising and training.  Induction of new staff includes a discussion of the school’s e-safety policy.

Staff training in safe and responsible Internet use and on the school e-safety policy will be provided as required.

Parental Support 

Internet use in pupils’ homes is increasing rapidly.  Parents must be made aware of the dangers, particularly if children have unrestricted access to the Internet. At Benwick Primary School will try to help parents plan appropriate supervised use of the Internet at home.  Possible statements:

The school has an Acceptable Use Agreement which is shared with all parents.

A partnership approach with parents will be encouraged.  

Complaints Regarding E-Safety

The school will take all reasonable precautions to ensure e-safety.  However owing to the international scale and linked nature of Internet content, the availability of mobile technologies and speed of change, it is not possible to guarantee that unsuitable material will never appear on a school computer or mobile device.  Neither the school nor the Local Authority can accept liability for material accessed or an y consequences of Internet access.

Staff and pupils are given information about infringements in use and possible sanctions as part of AUP’s and Internet policies.

At Benwick Primary School our e-safety lead (Miss Wakefield) acts as first point of contact, and needs to be informed of any complaint.  Any complaint about staff misuse is referred to the Headteacher.

Complaints of cyber-bullying are dealt with in accordance with our Anti-bullying Policy.  Complaints related to child protection/prevent are dealt with in accordance with school / LA child protection procedures.

To be read in conjunction with Acceptable Use Policies, ICT Policy and MIS Policy
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